MANUAL BOOK

SISTEM MONITORING SERVER JTI
POLITEKNIK NEGERI MALANG

MOCH. YUDHA ERIAN SAPUTRA




0r05

MANUAL BOOK SISTEM MONITORING SERVER JTI DI POLITEKNIK NEGERI
MALANG MENGGUNAKAN DATA SOURCE PROMETHEUS DAN VISUALISASI
GRAFANA

Sistem Monitoring Server JTI adalah sistem untuk memantau dan mengelola server di
Jurusan Teknologi Informasi Politeknik Negeri Malang. Dengan menggunakan Prometheus
sebagai penyimpanan data server, Grafana untuk visualisasi data secara grafis dalam panel

Gauge dan Grafik, dan Telegram digunakan untuk pengiriman notifikasi.

1. Requirement
a. Software:
- Sistem Operasi Debian 11 “Buster” (64 bit)
- Sistem Operasi Windows 11
- Bitvise SSH client
- Grafanaversi 9.5.1
- Prometheus versi 2.43.0
- Dockerversi 24.0.2
- Telegram
- Browser
- OpenVPN

b. Hardware:

- Laptop
c. AlamatlIP
Perangkat Alamat IP Netmask Gateway Nama Server

Server A 10.0.0.34 255.255.255.240 10.0.0.1 Skmon
Server B 10.0.0.35 255.255.255.240 10.0.0.1 Skmon-1
Server C 10.0.0.36 255.255.255.240 10.0.0.1 Skmon-2
Server D 10.0.0.37 255.255.255.240 10.0.0.1 Skmon-3
Server E 10.0.0.38 255.255.255.240 10.0.0.1 Skmon-4
Server F 10.0.0.39 255.255.255.240 10.0.0.1 Skmon-5
Server G 10.0.0.40 255.255.255.240 10.0.0.1 Skmon-6
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https://prometheus.io/
http://grafana.org/

d. Spesifikasi Server

Nama Server Prosesor RAM Storage
Skmon 2 Core 2GB 16 GB
Skmon-1 2 Core 512 MB 16 GB
Skmon-2 2 Core 512 MB 16 GB
Skmon-3 2 Core 512 MB 16 GB
Skmon-4 2 Core 512 MB 16 GB
Skmon-5 2 Core 512 MB 16 GB
Skmon-6 2 Core 512 MB 16 B

2. OpenVPN Connect

Penggunaan OPenVPN bertujuan untuk menghubungkan dengan client secara aman
dan terenskripsi. Pertama-tama, pastikan PC sudah terhubung ke jaringan Wi-Fi "JTI-PO
LINEMA".

< Wi-Fi

“=n JTI-POLINEMA

Connected, secured

Disconnect

Unduh OpenVPN dan instal kemudian import profil koneksi OpenVPN, pilih tab “FILE”.

OpenVPN Connect t

— Import Profile

URL

Drag and drop to upload .OVPN profile.
You can import at a time.
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https://swupdate.openvpn.org/community/releases/OpenVPN-2.6.5-I001-amd64.msiConnect

Buat file profil koneksi dengan format *ovpn beri nama file “monsev.ovpn*
menggunakan Software Visual Studio Code. isi file tersebut dengan script berikut:

dev tun

proto tcp

remote 192.168.60.82 1194
resolv-retry infinite
nobind

persist-key

persist-tun
remote-cert-tls server
cipher AES-128-CBC

auth SHAIL

auth-user-pass

route 10.0.0.32 255.255.255.240 10.0.0.49

Kembali ke jendela OpenVPN Connect, pilih tab “File” dan klik tombol “Browser”, Pilih file
“monsev.ovpn”.Setelah itu, profil yang di import akan muncul. Masukkan Username,
Password dan Private Key Password, klik tombol “CONNECT”. ketika statusnya berubah
menjadi “CONNECTED“ dan berwarna hijau, berarti koneksi ke VPN telah berhasil
tersambung

OpenVPN Connect — X[l OpenVPN Connect — X || OpenVPN Connect - X
< Imported Profile = Profiles " l= Profiles B

Profile Name

192.168.60.82 [monsev]

0B/s
Server Hostname (locked) 192.168.60.82 [monsev]
192.168.60.82
OKB/S 195 B/S
Username
t DISCONNECTED v
mts 00:00:39 16 sec ago
Save password YOU
CONNECTION STATS
Password mts
yudha 2.8KB/s
10.0.0.58
Save Private Key Password
SERVER
Private Key Password
tifast! 192.168.60.82
jtifast!
0B/
s 192168.60.82
0KB/S 1.53 KB/S
1194 TCPv4
00:00:22 16 sec ago

route ADD 10.0.0.32 MASK 255.255.255.240 10.0.0.49

.255.248 10.0.0.49
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Untuk melakukan remote connection pada server menggunakan protocol SSH dari sisi
client menggunakan perangkat lunak Bitvise SSH, Setelah membuka Bitvise SSH Client,

Log in ke server dengan memasukkan host(alamat server), port, username dan password.

Kemudian Klik “Log in”.

5}

Window behavior

Profile: Server 1.tlp

Login  Options Terminal RDP SFTP  Services C25 52C SSH  Notes About®

Authentication

Server
Load profile Host  10.0.0.34 Username server
Port 22 [CJEnable obfuscation Initial method  password w
Save profile B store encrypted password in profile
Password [TITTITITT]
y Kerberos
sy Enable password over kbdi fallback
Save profile as _
) GSS/Kerberos key exchange Elevation Default e
Request delegation
New profile gssapi-keyex authentication
)
) Proxy settings Host key manager Client key manager Help
Close profile
14:58:25.182 Current date: 2023-06-28

14:58:25.182 Bitvise SSH Client 9.25, a fully featured SSH client for Windows.
Copyright (C) 2000-2022 by Bitvise Limited.

14:58:25.182 Visit www.bitvise.com for latest information about our SSH software.

14:58:25.182 Run 'BvSsh -help' to learn about supported command-line parameters.

14:58:25.182 Cryptographic provider: Windows CNG (x86) with additions

Login

Setelah berhasil login, Maka tampilan utama seperti dibawah ini:

E Server 1.tlp - server@10.0.0.34:22 - Bitvise xterm - server@skmon-dash: ~
Last login: Wed May 31 15:43:23 2023 from 10.0.0.60
server@skmon-dash:~$
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3. Sistem Monitoring Server

Halaman Login akan muncul seperti berikut :

e
Welcome to Grafana

Email or username

Password

Masuk dengan akun Grafana default :

Username admin
Password admin
Setelah berhasil masuk, Anda akan diarahkan ke halaman utama
15 Grafana x +

= C ah 10.0.0.34:

- o x
. »# 00 ¢
W Addy | @ B v
Welcome to Grafana Need help? Documentation Tutorials Community Public Siack
Remove this panel
ORI
ATA SOURCE AND DASHBOARDS
Add your first data source
Grafana fundamentals
Set up and understand Grafana if you have no prior
experience. This tutor

guich

Create your first dashboard
through the entire process

and covers the "Dala source” and "Dashboards” steps to the

right.

Learn how in the docs & Learn how in the docs &
Dashboards Latest from the blog
Starred dashboards
SISTEM MONITORING SERVER JTI

Recently viewed dashboards

SISTEM MONITORING SERVER JTI

The ability to imagine how to solve a.
problem without aven the

nowing
technology in depth, that catches my eye.

al questions th
and what helps their teams
BT e,
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http://10.0.0.34:3000/

Pada halaman utama Grafana, pilih "SISTEM NONITORING SERVER JTI" dalam menu
Dashboard, dan tampilan akan muncul seperti berikut:

- Al Panel Gauge CPU, Ram dan Disk

[o SISTEM MONITORING SERVER /T X

€ = C A Notsecure | 100.0.34:3000/d/f5902¢0f-e0be-42fa-9209-3f3b4Bb65c08/sistern-monitoring-server-jtiZorgld=18wrefresh=S5s8war-job=node-exports

IP Address | All v

CPU Al

#510%
10.0.0.34:9100

0-2.00% ¢
10.0.0.35:9100

L280% 5 ,2.20% .
10.0.0.37:9100 10.0.0.38:9100
.-180% o
10.0.0.40:9100
CPU Al
6.25%

Home » Dashboards > Grafana > SISTEM MONITORING SERVER JTI & =3

RAM All
.-2.00% 4 sge.g% s 9‘24.9% A
10.0.0.36:9100 10.0.0.34:9100 10.0.0.35:9100

9‘24.9% s 9‘24.8% s

10.0.0.37:9100 10.0.0.38:9100

.-180%
10.0.0.39:9100

9‘24-8% B
10.0.0.40:9100

-node=All m.. 12
=

@ O Last5Sminutes v

DISK All

,6.3% e

10.0.0.36:9100 10.0.0.34:3100
9‘24.9% s
10.0.0.39:9100 10.0.0.37:9100

10.0.0.35:9100

10.0.0.38:9100

oé.n% -

10.0.0.40:9100

k-4
o

s5v | B v

045.4% - 0&.0% & oé.a% e

10.0.0.36:9100

Dé.zx s aé.o'x s oé.o% s

10.0.0.39:9100

/_/\//\/\/\/\”‘\/

- AlCPU

ey

€ > € A Notsecure | 10.0.0343000/d/f590a20f-206e-42fa-9209-9{9b48b6508/si itori jtizorgld=1

tlob=nad

sBvar-j

= Home » Dashboards » Grafana »> SISTEM MONITORING SERVER JTI

CPU Al
6.25%

* =

B ® O LastSminutes ~

W

313%

‘\\

1.56%

13:36:45 13:37.00 13:37:15

= |P Server : 10.0.0.34:9100
== |P Server : 10.0.0.35:9100
= |P Server: 10.0.0.36:9100
== |P Server : 10.0.0.37:9100
== |P Server: 10.0.0.38:9100
== |P Server : 10.0.0.39:9100
== |P Server: 10.0.0.40:8100

RAM All

45.00%

13:37:30  13:37:45  13:38:.00

AR,

13:38:15  13:38:30  13:38:45  13:39:00 13:39:15

13:39:30  13:39:45  13:40:00 13:40:15

\/\/%

13:40:30  13:40:45  13:41:00

Mean
475%
190%
2.00%
210%
2.04%
1.97%
179%

13:41:18
Last*
570%
1.80%
2.00%
200%
2.00%
200%
160%

13:41:30

Max
5.70%
2.40%
2.40%
2.40%
2.40%
2.40%
2.00%

Min
400%
180%
180%
2.00%
1.80%
1.80%
1.60%

4
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Al RAM

A Not secure | 10.0.0.34:3000/d/f590ae0f-e06e-42fa-9209-99b48b65c08/sistem-monitori orgld=18uefresh=S5s&var-job=node-exporter&var-hostname=All&var-node=Allawar-m.. & ¥t

Home > Dashboards > Grafana > SISTEM MONITORING SERVER JTI # o3 ® O LastSminutes v @ & S5s~v | =]

RAM All

46.00%

- l%l%l

34.00%

32.00%
30.00%
28.00%
26.00%
24.00%
22.00%
13:37:30  13:3745 1338:00 133875  13:38:30 13:38:45  13:39:00 133915 13:39:30 13:3045 13:40:00 13:40:15 13:40:30 134045 13:41:00 13: 4130 134145 134200  13:4215
Mean  Last* Max Min
= 1P Server : 10.0.0.34:9100 37.25% 3814% 3821%  3687%
== |P Server : 10.0.0.35:9100 2489% 24.90% 24.84%
= P Server : 10.0.0.36:9100 44.28% 44.27% 44.26%
== |P Server : 10.0.0.37:9100 24.90% 24.90% 24.89%
«= |P Server :10.0.0.38:9100 24.76% 24.76% 24.75%
== |P Server : 10.0.0.39:9100 24.92% 24.91% 24.91%
w= |P Server : 10.0.0.40:9100 2480% 2481% 2479%

All Disk

Not secure | 10.0.0.34:3000/d/f590ae0f-

Home > Dashboards > Grafana > SISTEM MONITORING SERVER JTI # o ® O lastSminutes v Q@ & 5sv |U v

== |P Server : 10.0.0.40:9100 2480% 2479% 2482% 2479%

DISK All

134145 134200 134215 134230 134245 134300
Mean  Last* Max Min
10.0.0.34:9100 (fhome) 2032% 2032% 20.32% 2932%
:10.0.0.35:9100 (/home) 5.56% 556% 556% 5.56%
10.0.0.36:9100 (/home) 556% SS6%  556%  5.56%
= IP Server : 10.0.0.37:9100 (nome) 556% 556% 556%  556%
= [P Server : 10.0.0.38:9100 (nome) 556% 556% 556%  556%
= IP Server : 10.0.0.39:9100 (/home} 556%  5.56% 5.56%
== |P Server : 10.0.0.40:9100 (/home) 5.56%  5.56% 5.56%
== |P Server : 10.0.0.34:9100 (/var) 77.95% 77.99% . 77.91%




0L

Pada halaman utama Sistem Monitoring Server JTI, terdapat label Filter Alamat IP

r@ SISTEM MONITORING SERVER JT X -

€& -5 C A Notsecure | 10.0.0.34:3000/d/

Home > Dashhoards

> Grafana » SIST

IP Address

Enter variable value

Al
10.0.0.34:9100
10.0.0.35:9100
10.0.0.36:9100
10.0.0.37:9100
10.0.0.38:9100
10.0.0.39:9100
10.0.0.40:9100

CPU All

,® O
10.0.0.2

Filter CPU

Of-0060-42fa-9209-99b48bE5c08/sistem-monitorina-server-itiZoral 4

-

i}

o

00% .

).35:9100

JtiZorgl

A Not secure | 10.0.0:

de=1000345.. @ * % O @

)

Home > Dashboards > Grafana > SISTEM MONITORING SERVER JTI & of

== |P Server : 10.0.0.34:9100

DISK 10.0.0.34:9100

80.00%

b=nod b
_m B @ O Lastsmi

nutes v @ 35s~\0 v

37.95% 37.63% 38.24% 36.87%

75.00%

70.00%

65.00%

60.00%

55.00%

50.00%

45.00%

40.00%

35.00%

30.00%

25.00%
13:41:00  13:41:15  13:41:30  13:41:45  13:42:00 13:4215  13:42:30  13:42:45 13:43:00 13:43:15  13:43:30

== |P Server : 10.0.0.34:9100 (/home)
== |P Server : 10.0.0.34:9100 (/var)
== |P Server : 10.0.0.34:9100 (/)
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13:43:45  13:44:00 13:44:15  13:44:30 13:44:45 13:45:00 13:45:115  13:45:30  13:45:45
Mean  Last* Max Min

20.32% 20.32% 20.32% 20.32%
77.99% 78.03% 7803% 77.95%
65.42% ©5.42% 65.42% 65.42%



0L

€ 5 C A Notsecure | 1000: e06e-42fa-9209-9f9t itori jtiZorgld=18uefresh job=nod node=1000.349...

- Filter RAM

= Home > Dashboards > Grafana > SISTEM MONITORING SERVER JTI # o§ B @& O LastSminutes v
RAM 10.0.0.34:9100
38.40%
38.30%
38.20%
3810%
38.00%
37.90%
3780%
37.70%
3760%
37.50%
37.40%
37.30%
37.20%
3710%
37.00%

38.90%

36.80%

36.70%
13:40:45  13:41:00  13:4115  13:41:30  13:41:45  13:42:00  13:42:15  13:42:30  13:42:45 13:43:00 134315  13:43:30 13:43:45 13:44:00 13:44:15  13:44:30  13:44:45

13:45:15  13:45:30
Mean  Last* Max Min
== |P Server : 10.0.0.34:9100 37.01% 3754% 38.24% 3687%

NISK 100 0 24-0100

- Filter Disk

% »
= Home > Dashboards > Grafana > SISTEM MONITORING SERVER JTI # & ® O LastSminutes ~ Q ssv @ v

- P Server : 10.0.0.34:9100 37.95% 3763% 38.24% 36.87%

R S h ligvar-node=1000349...

A Not secure | 1000 42fa-9209-9f9b itorir j

4
[}

DISK 10.0.0.34:9100

80.00%

75.00%

70.00%

65.00%

60.00%

55.00% ! ! 4 ! 3 ! ! $ | ! 4 4

50.00% i

45.00%

40.00%

35.00%

30.00%

25.00%
13:41:00  13:41:15  13:41:30  13:4%:45  13:42:00 13:4215  13:42:30  13:42:45  13:43:00 13:43:15  13:43:30  13:43:45 13:44:00 13:44:15  13:44:30 13:44:45 13:45:00 13:45:15  13:45:30 13:45:45
Mean  Last* Max Min
== |P Server : 10.0.0.34:9100 (/home) 29.32% 20.32% 20.32% 29.32%
== |P Server : 10.0.0.34:9100 (/var) 77.99% 7803% 7803% 77.95%
== |P Server : 10.0.0.34:9100 (/) 65.42% 85.42% 65.42% 65.42%
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Selain itu, pada halaman Dashboard terdapat fitur Refresh Dashboard yang
memungkinkan Anda untuk secara otomatis memperbarui dashboard mulai dari
setiap detik hingga setiap

Q
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